As previously stated, most traditional key exchange algorithms (AES, SHA, Diffie-Hellman) use a scheme which requires a public key and two private keys that will computationally have a common set of numbers that can be used to encrypt and decrypt messages. However, other approaches do exist that exploit the blockchain to distribute computation. One of those is the GABED (Gated Array Blockchain Enabled Device) concepts brought forth by Medellin (add reference numbers here).
The GABED algorithm partitions the blockchain into time-dimensioned time slices (called “epochs”) and generates additional keys representing identity, epoch identifier and gate operation to use in negotiating key exchanges. Quantum computers produce finite answers (states) for problems they are presented, they do not deal well with infinity. GABEDS provide an infinite number of answers by continuously regenerating the consensus algorithm (randomized product election of a valid machine), key content (binary digits at random), key length and interval regeneration for next epoch. The advantage is that while the quantum machine is trying to solve for a key used in a previous epoch, the blockchain is generating additional blocks that will lead to different key exchanges in the valid epoch. The process continues with the quantum machine busy figuring out what the answer is supposed to be on an outdated epoch.
