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Introduction to Blockchain
And Distributed Ledger Technology



Today’s Objectives:

• Learn about blockchain and Distributed Ledger Technology (DLT)

• Understand applicability of blockchain as a solution for customer 
requirements 

• Improve understanding of blockchain for government and 
healthcare



The “De-institutionalization” of Trust

“The Brexit vote to leave the European Union …[is] the first wave of acute symptoms emerging 
from one of the biggest trust shifts in history: from the monolithic to the individualized. Trust and 

influence now lie more with ‘the people’– families, friends, classmates, colleagues, even 
strangers–than with top-down elites, experts and authorities. It’s an age where individuals matter 

more than institutions and where customers are social influencers that define brands”

- Who Can You Trust?: How Technology Brought Us Together and Why It Might Drive Us Apart 

by Rachel Botsman



The “De-institutionalization” of Trust (cont’d)
• “Trust is the key element of blockchain technology. When transactions are executed and 

settled on a distributed ledger, counterparties don't need to have an established trust 
relationship. If each participant in the transaction trusts the blockchain itself then they 

don’t need to directly trust each other. This opens up new avenues of customers for 
businesses operating on blockchains.”

• - “Blockchain's Big Innovation is Trust, Not Money” by Jason Liebowitz

• https://www.coindesk.com/blockchain-innovation-trust-money/



The Future of Blockchain..or the future of everything?

• There are three ways to look at the future application of 
Blockchain: 
1) An alternative form of “cool” database that doesn’t offer anything new 

to the legacy system and process (“Snake Oil”)

2) Noticeable/significant/tremendous improvement in process execution, 
immutability of data, transaction speed, transparency, etc (“Xerox”, 
“Band-Aid”, etc)

3) Fundamentally changing the way business is done around any 
transaction, creating decentralized, participant-based ecosystems and 
disintermediating the World as you know it…. (“Bitcoin”)
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The “Fourth Industrial Revolution” 
• Blockchains are rapidly becoming the foundation of the Fourth 

Industrial Revolution: 
• They are being used to create distributed market structures to address 

security risks and eliminate single points of infrastructure failure. 
• Supplying regulators with real time data on financial flow and asset class 

risks, they stand poised to improve the oversight of international 
markets. 

• They are integrating granular provenance tracking, identity management 
and concepts of digital scarcity horizontally and vertically through global 
supply chains. 

• In a 2015 World Economic Forum survey of global business and 
government leaders 58% of respondents believe that 10% of global gross 
domestic product (GDP) will be stored on blockchain technology. 



What is Blockchain
● A public ledger” (vs. private ledger held by a bank or a financial 

institution)

● Block: all the transactions/records within a period of time

● The blocks are added to the Blockchain in a linear, chronological order

● Each “node” (Device) gets a full copy of the Blockchain upon joining the 
network

● The Blockchain has complete information about transactions from the 
genesis block to the most recently completed block
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Blockchain - Shared Record Book

● Financial transactions (ledger), list of registries (car, land), 
ownerships (house), etc.

● Shared: everybody has an exact copy

● Constantly & regularly updated
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Blockchain Combines

• Large database technology, 

• Used by voluntary participants; 

• Leverages Peer to peer networking,

• Distributed accounting ledgers that use software to track every detail of a 
transaction, 

• Cryptography to protect digital transactions against hacking, 
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Venn Diagram
for Distributed Data

“Blockchains and 
distributed ledgers are 
types of distributed 
databases”
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Distributed databases

Distributed ‘ledgers’ (DLT)

Blockchains

Permissioned
blockchains

1. ADVERSARIAL MODEL

Presence of malicious nodes assumed

2. DATA STRUCTURE AND DIFFUSION

Chain of cryptographically linked blocks,
and/or global data broadcast

3. PERMISSION MODEL

- Read public vs. private:
- Write/Commit:

permissionless vs. permissioned



A brief history of blockchains
• Interest in blockchain technology developed after the launch of 

Bitcoin by “Satoshi Nakamoto” in 2009. Bitcoin utilizes a blockchain 
as a transaction ledger to securely record transfers of bitcoins from 
one party to another.

• However, Nakamoto’s original paper does not mention the term 
‘blockchain’, which first appears as ’block chain’ in a comment in the 
original Bitcoin client C++ source code. 

• The paper focused on Bitcoin as an alternative currency and store of 
value, with much less attention given to the many different ‘non-
currency’ uses of blockchain technology
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A brief history of blockchains (cont’d)
• A few years after Bitcoin was launched, attempts were made to go 

beyond simple P2P value transfers and offer functionality not 
available in Bitcoin, such as record and transfer ‘non-native’ assets 
and data. 

• In 2013, public awareness of cryptocurrencies dramatically 
increased, and a number of more established organizations began to 
inspect Bitcoin and related technologies to see how they could be 
exploited. The breadth of potential use cases facilitated by the 
technology was noted, but many concluded that using a public
blockchain such as Bitcoin was ill-suited for regulated corporations 
for a variety of reasons

12



A brief history of blockchains (cont’d)
• However, many organizations recognized that the blockchain - the 

distributed ledger underlying Bitcoin and other cryptocurrencies forming 
an auditable log of transaction records - was a key innovation.  Work 
began on how best to adapt blockchain technology for the needs of large 
and regulated organizations. 

• For example, it was determined that substituting Bitcoin’s anonymous 
“miners” with known participants would allow institutions to remove the 
native crypto-currency and replace the energy-intensive, computationally 
difficult proof-of-work (PoW) puzzle needed for reaching consensus in 
Bitcoin with a less resource-intensive and more efficient consensus 
algorithm.
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Vocabulary
• Distributed database: type of 

database where data is stored 
across multiple computing 
devices

• Distributed ledger: type of 
distributed database that 
assumes the possible presence of 
malicious users (nodes)

• Blockchain: type of distributed 
ledger that is composed of a 
chain of cryptographically linked 
‘blocks’ containing batched 
transactions; generally broadcasts 
all data to all participants in the 
network
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Digital Asset 

• A digital asset is anything that exists in a binary 
format and comes with the right to use. Data that do 
not possess that right are not considered assets. 
Digital assets include but are not exclusive to:
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Intellectual property

Video

Audio recording

Financial Instruments Stocks

Bonds

Education 

Permits



Pros and Cons of Centralized Ledgers

• Pros (for centralized ledgers)
• Centralized organizations can 

sometimes be extremely 
efficient

• Owners can move very quickly

• Procedures can be very 
structured and not available to 
interpretation

• Cons (against centralized 
ledgers) 

• Can usually get too bureaucratic and slow

• Too many layers

• Can often bog down with too many steps

• Can stifle innovation

• Become non competitive 
and eventually die



Centralized vs Decentralized Ledgers 
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There are multiple varieties of blockchain..



Cryptocurrency Summarized

• Bitcoin was the first digital, i.e., cryptocurrency

• A maximum of 21 million Bitcoins can be generated

• Just as with real world mining, energy must be invested to solve complex 
mathematical problems by which systems earn Bitcoins

• https://www.cryptocoincharts.info/coins/info claims to be indexing 
4,220 cryptocurrencies

•Most circulated: Bitcoin, Ethereum, Litecoin

© Elliott Davis Decosimo, LLC © Elliott Davis Decosimo, PLLC 
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The Technology Behind Bitcoin
• Think of Bitcoin as an electronic asset (as well as a digital 

currency)

• A network of computers keeps track of Bitcoin payments, and 
adds them to an ever-growing list of all the Bitcoin payments 
that have been made, called “The Bitcoin Blockchain”

• The file that contains data about all the Bitcoin transactions is 
often called a “ledger”

• Bitcoin value is created through transaction processing, 
referred to as “mining,” which is performed by distributed 
processors called “nodes” of the peer-to-peer network



Mining Evolution
• Mining is the process whereby value is created through 

transaction processing that occurs on nodes of the network.

• In 2009, one could mine 200 Bitcoins with a personal, home 
computer. In 2015, it would take about 98 years to mine just 1 
Bitcoin.

• Today there is almost no money to be made through traditional 
home mining.

• ASIC (Application Specific Integrated Circuit) has been designed 
strictly for mining Bitcoins.

• Groups of miners have formed mining pools, with each being paid 
their relative share for their contribution to the work performed.



1. Storage for digital records

2. Exchanging digital assets (called tokens)

3. Executing smart contracts
• Ground rules – Terms & conditions recorded in code

• Distributed network executes contract & monitors 
compliance

• Outcomes are automatically validated without third  party

Three “Levels” of Blockchain



• A broader use is supported by the digital infrastructure 
introduced through Bitcoin, as represented by “tokens”.

• A “token” can be defined as a “scarce digital asset based on 
underlying technology inspired by Bitcoin.”

• Tokens may use similar codebases but different blockchain 
databases.

• Ethereum was Bitcoin-inspired but has its own blockchain and is 
engineered to be more programmable. Tokens can be issued on 
top of the Ethereum blockchain.

• Token buyers are buying private keys, which are similar to API 
keys, but can be transferred to other parties without consent.

“

A General Discussion about Tokens



• Tokens have a value and therefore a price.

• Tokens are a new model for technology and can be an alternative to 
equity-based financing.  

• Tokens do not dilute capital. They introduce a huge increase to buyer 
base and time-to-liquidity.

• Token launches differ from equity sales; however, they can be issued as 
a way to share profits.

• Tokens can be sold internationally over the internet and are always 
open for business.

• Tokens decentralize the process of funding technology.

Thoughts on Tokens, Balaji S. Srinivasan and Naval Ravikant

Tokens, continued

© Elliott Davis Decosimo, LLC © Elliott Davis Decosimo, PLLC 



• Tokens enable a better-than-free new business model.

• Tokens will introduce the rise of the “tech savvy senior 
executive.”

• Tokens accommodate immediate custody without an 
intermediary.

• Tokens can be extended to hardware, as part of the internet of 
things.

Tokens, continued



Types of Blockchains
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only 

Network  
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only 
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• Types of blockchains segmented 
by permission model: Read (can 
access the ledger and see 
transactions), Write (who can 
generate transactions and send 
them to the network), and 
‘Commit’ (who can update the 
state of the ledger). 

• The terms ‘private’, 
‘permissioned’, and ‘closed’ are 
often used interchangeably



Debunking the myths
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MYTH

Blockchains are ‘trustless’

REALITY

Blockchains always require some 

degree of trust

27

• Although blockchains may help reduce the need for trust, they do not 
completely remove the need for trust. 

• At the bare minimum, trust must be placed in the underlying cryptography. 
• In the case of a permissioned network, trust must be placed in the 

operator(s) and/or the validators. 
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Debunking the myths

MYTH

Blockchains are immutable or  

‘tamper-proof’

REALITY

Transactions on a blockchain 

network can be reversed by 

network participants under specific 

circumstances

28

• The illusion that blockchain transactions are immutable stems from its 
append-only data structure that suggests that data can only be added to, 
but not removed from the database. 

• However, blocks comprising transactions can, in theory, be reversed 
if enough nodes decide to collude.



Debunking the myths

MYTH

Blockchains are 100% secure

REALITY

Blockchains are not automatically 

more secure than other systems

29

• Blockchains employ cryptography for authentication, permission 
enforcement, integrity verification, and other areas. 

• The mere application of cryptography, however, does not make the 
system more secure per se.

• The system may be more resilient as data storage and permissions are 
distributed, but compromising the private keys of some network 
participants could give attackers access to the distributed database 



Blockchain Architecture and Security



Encryption

• Scrambles data with an algorithm at the word level or at the 
letter level

• Generates ciphertext that can only be read if decrypted properly

• Can be enhanced by variables like randomness and other 
credentials (i.e., fingerprint)

• Theoretically possible to break into an encrypted system with a 
supercomputer

• Uses authorized keys
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Authentication 
• From the Greek words meaning "real, genuine" and "author"

• The act of verifying identity and confirming the truth of an 
attribute of a single piece of data (a datum)

• Contrast with identification, which refers to the act of stating a 
claim

• May involve confirming the identity of a person (“Identity 
Proofing”
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Blockchain Authentication Disciplines

•Today, cryptography combines the disciplines of:
➢ Advanced mathematics and algorithms (e.g. elliptic curve 

cryptography)

➢ Computer science, and

➢ Electrical engineering
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• Systems or policies that prevent the unauthorized use of 
credentials or misuse of credentials.

• Non-repudiation removes deniability.

• For example, if someone allowed others to use their access 
codes or cards, it would then become difficult to know who 
actually used them to access secured information or 
locations. That would be a violation of non-repudiation.
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Hash / Hash function
• Hashes are the foundation of the Blockchain

• Formal definition of hash function: any function that can be used to 
map data of arbitrary size to data of fixed size

• The value returned are known as hashes
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Hash / Hash function
• Put simply, It is a function that takes in data of any size and returns 

an output with a specific size. That output is known as a hash. 

• Example: 3-digit value hash function

• “Adfoadihfopahfeoapfjda”   --->  “391”

• “Adfjka”                                   --->  “126”

• “A”                                            --->  “792”
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Hash Function

• Hash functions are not unique, there are many different versions of 
them! The one that bitcoin uses is called the SHA-256 function and it 
specifically returns hashes that are 256 bits long in hexadecimal 
format.

37

07123e1f482356c415f684407a3b8723e10b2cbbc0b8fcd6282c49d37c9c1abc

https://www.freeformatter.com/sha256-generator.html#ad-outputa



Hashes are Unique
● This makes a hash an effective identifier of a specific input

○ One hash represents one specific input

○ A hash never represents two or more inputs

● SHA-256 hash function generates hashes of 256 bits
○ Each bit represents either a 0 or a 1

○ 2256 different hashes is enough to identify every single thing in the
universe
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Quick recap of the 3 properties

•Uniqueness: 1 hash represents 1 input (identifier)

•Asymmetrical: only from input to output

•Randomness: change sensitive, no pattern

•How is this all tied to the Blockchain? 

39

“Jim, why are you putting me to sleep 
with this?”



Hash and the Blockchain of a digital asset 
(coin)
• Say we have a transaction described as this:

“Jaxon gave Alleigh 57.2 bitcoins on September 29, 2017 at 4:35 pm.”

• If we apply a hash function on it, we can get a specifically formatted
hash, such as something like this:

• “123910912” → a hash of that specific transaction

(..The actual bitcoin hash is a much longer)
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Hash and the Blockchain
• Hash “123910912”

• uniquely identifies this specific transaction statement

• it cannot be traced back to the transaction statement

• it cannot be inferred by knowing what similar hashes stand for

• For example, “123910913” could stand for “Harper received 25 
Litecoins through mining on January 6, 2002 at 1:12 am.” 

• There is absolutely no correlation between “123910912” and 
“123910913”
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Hashes and hashes can combine to form new 
hashes 

42



Transaction Security

• This is essentially how transactions are recorded in a block

• You take in say 100 transaction statements, hash them into 100 
unique, uninterpretable, un-patterned code, combine them down to 
50, then 25, then 13, 7, and finally down to 1.

• That 1 hash is a proof that ALL 100 transactions took place, and is 
infinitely close to being 100% secured.
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For you visual learners
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Prerequisite:  All computers have the same 
copy
• For the Blockchain to work, every computer currently on the network 

needs to have an exact same copy of the newest Blockchain. 

• When one computer announces an updated version of the 
Blockchain, his work is publicized and all the other computers online 
verify his work.
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Consensus

• The newest Block on chain needs to be consistent.

• The newest Blockchain must be accepted by the majority of the 
computers online 

• A variety of consensus algorithms exist, which ensure the formation 
of Byzantine fault-tolerant consensus in a permissioned as long as a 
specific proportion of ‘consensus nodes’ are honest. 
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Consensus
● A predefined quorum of ‘consensus nodes’ needs to reach 

agreement through voting before a transaction or block gets 
committed.

● This threshold ranges from slightly more than 50% to unanimous 
consensus (100%)

● The use of a particular consensus algorithm depends on a variety of 
factors (e.g., network structure and topology, desired confirmation 
time, security assumptions) and the requirements of the use case.

● One important build-in mechanism of the Blockchain algorithm is 
that the more people participating in the activity of extending the 
Blockchain, the harder the mathematical problem becomes.

47



Consensus
• When computers come online, they’ll compare the copy they hold with

the newest copy out there

• If the newest copy is longer and consistent, they’ll automatically update
their copy up to that version

• Computers only have the ability to verify if the updated transactions are 
consistent

• Most types of fraud are denied because they cause inconsistencies. But 
computers fall short on detecting fraud that is consistent with the 
transactions
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Proof-Of-Work 
● A proof-of-work (POW) system (or protocol, or function) 

is an economic measure to deter denial of service 
attacks and other service abuses (such as spam on a 
network) by requiring some work from the service 
requester, usually meaning processing time by a 
computer.

● A key feature of these schemes is their asymmetry: the 
work must be moderately hard (but feasible) on the 
requester side but easy to check for the service provider.

● This idea is also known as a CPU cost function, client 
puzzle, computational puzzle or CPU pricing function.
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P-O-W Alternatives

• Proof of Elapsed Time (PoET)
• PoET uses Intel™ chipset instruction sets to achieve consensus similar to POW 

without the energy consumption

• Proof of Stake

• Proof of Space (PoS)

• Proof of Ownership (PoW)
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Algorithm - Hack Proof

• The average time to add a new block onto the existing Blockchain 
doesn’t change (for Bitcoin, it’s 10 minutes), but the probability that 
any particular participant solving out the puzzle diminishes. 

• The more people involved, the more unlikely that a hacker will be 
able fraud the system. As of right now, it is practically impossible to 
hack the system.

51



Ethereum is a decentralized platform that runs smart 
contracts: applications that run exactly as 
programmed without any possibility of downtime, 
censorship, fraud, or third party interference.

The Ethereum project was bootstrapped via an ether 
pre-sale during August 2014 by fans all around the 
world. It is developed by the Ethereum Foundation, a 
Swiss nonprofit, with contributions from individuals 
and organizations across the globe.

Ethereum Alliance



Ethereum Tools
Several Ethereum offerings include:

• The Ethereum Wallet, which is a gateway to decentralized applications 
on the Ethereum blockchain, allowing users to hold and secure ether 
and other crypto-assets built on Ethereum, as well as write, deploy and 
use smart contracts

• Design and issue your own cryptocurrency/traceable token

• Use of Smart Contracts



Smart Contracts (Ethereum)
• Inculcated in the Ethereum crypto-currency

• Smart contracts are computer protocols that facilitate, verify, or 
enforce the negotiation or performance of a contract, or that obviate 
the need for a contractual clause. 

• Smart contracts usually also have a user interface and often emulate 
the logic of contractual clauses.

• Smart contracts work in three steps:
• Coding

• Distributed Ledgers

• Execution
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Smart Contracts

• Coding (What goes into a Smart Contract)

• Because smart contracts work like computer programs, it is very 
important that they do exactly what the parties want them to do.

• This is achieved by inputting the proper logic when writing your 
smart contract (more can be found here about an Introduction to 
Programming Smart Contracts on Ethereum).

• The code behaves in predefined ways and doesn’t have the linguistic 
nuances of human languages, thus, it has now automated the “if this 
happens then do that” part of traditional contracts.
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https://medium.com/@ConsenSys/a-101-noob-intro-to-programming-smart-contracts-on-ethereum-695d15c1dab4


Smart Contracts 

• Distributed Ledgers (How the smart contract is sent out)

• The code is then encrypted and sent out to other computers via a 
distributed network of ledgers (i.e. Distributed Ledgers).

• If this is done via public permissionless Blockchain such as Bitcoin, 
the contract is sent out similar to the way that a network update of a 
bitcoin transaction would occur.

• This can also be done in a permissioned or hybrid distributed ledger 
platform such as the R3 Distributed Ledger.
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Smart Contracts

• Execution (How it is processed)

• One the computers in this network of distributed ledgers 
receive the code, they each come to an individual 
agreement on the results of the code execution.

• The network would then update the distributed ledgers to 
record the execution of the contract, and then monitor for 
compliance with the terms of the smart contract.

• In this type of system, single party manipulation is averted 
because control over the execution of the smart contract 
is no longer possible because execution is no longer in the 
hands of a single party.
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Smart Contracts (Ethereum)

• Examples of Smart Contracts:

• Federal, state or local government contracting

• Benefits management (Medicare, Medicaid, Social Security)

• Progress payments (to primes and subcontractors)

• Intellectual Property (IP) Management
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(Notional use for Ethereum)



• Hyperledger is an open source collaborative effort created to 
advance cross-industry blockchain technologies. It is a global 
collaboration, hosted by The Linux Foundation, including leaders in 
finance, banking, IoT, supply chain, manufacturing, and technology.

• Business Blockchain Frameworks are hosted with Hyperledger.

• Hyperledger addresses important features for a cross-industry open 
standard for distributed ledgers.  The Linux Foundation hosts 
Hyperledger as a Collaborative Project under the foundation.

• To learn more, visit: https://www.hyperledger.org/.

Hyperledger

http://ctt.marketwire.com/?release=11G113252-001&id=9465010&type=0&url=https://www.hyperledger.org


Hyperledger Projects
A few of the Hyperledger Projects include:

• Hyperledger Burrow – Permissible smart contract machine with a 
modular blockchain client, built in part to the specification of the 
Ethereum Virtual Machine (EVM)

• Hyperledger Fabric – Foundation for developing plug-n-play solutions 
within a modular architecture

• Hyperledger Iroha – Simple and easy blockchain framework designed to 
be incorporated into infrastructure projects requiring distributed ledger 
technology

• Hyperledger Sawtooth – A modular platform for building, deploying, and 
running distributed ledgers



Data Storage
• While public blockchains such as Bitcoin and Ethereum store all 

essential transaction data on the blockchain itself (i.e., on-chain), 
permissioned blockchains and distributed ledgers offer a broader set 
of possibilities. 

• There is a general trend towards limiting the data that needs to be 
stored on the network itself for various reasons, including privacy 
concerns, data storage constraints, processing costs, and network 
latency issues.
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Data Storage
• Distributed ledgers that store all data on-chain can enforce operations 

on the data without external dependencies as they are aware of the 
semantics and meanings of the underlying data.

• Off-chain Distributed ledgers only store “fingerprints” (pointers) are 
not aware of the underlying data and can’t enforce operations on that 
data. 
• Ledger functions more as a distributed timestamping server that provides a shared, 

real-time auditable log of records 

• Auditors must have access to the underlying data stored off-chain to recreate the 
fingerprints and verify the integrity of the data
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Data Storage 
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ON-CHAIN DATA APPROACH DESCRIPTION 

Full  
All transaction-related data is stored on the distributed ledger, 

including all terms and documents related to a specific agreement 

Partial 

Some data that is associated with the transaction is stored 
separately off-chain, but referenced by the transaction entry on the 
distributed ledger (e.g., large documents, such as accompanying 
PDF files)  

Pointers (hashes)-only/ “off-

chain” 

The blockchain only stores fingerprints of the data in the form of 

hashes that reference the actual underlying data which reside 

outside of the distributed ledger in an external data store 
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