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1 www.tokens-economy.com/downloads 

http://www.gbaglobal.org/resources/categories/protocols
https://www.tokens-economy.com/downloads/
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Explain that Electronic Health Records (EHRs) were supposed to create a longitudinal 
ledger to ensure that healthcare events are tracked in their correct chronological order 
and span a patient's continuum of diagnosis and treatment. However, EHRs are based 
on proprietary software from different suppliers that do not share their data. That 
means that while lots of data is being collected, it is not being readily shared and 
available for research. 

Describe how the collection of data via the use of wearables, genomics, monitors and 
other data collection methods creates a wealth of data that has great value for 
research and clinical trials. Explain how this type of data may be collected via personal 
health records (PHRs). Once individuals start collecting their own health data, they can 
opt to anonymize that information and sell it to researchers, vastly expanding the pool 
of information available for clinical studies. 

Explain that since no data is as sensitive as a medical record, being able to assure its 
security and immutability through blockchain encryption represents a unique 
opportunity to "repatriate" and "monetize" that record for the patient2 and make it 
available for research and clinical trials. 

                                                      

2 Statement of Dr. Eric Hoskins, chair of Canada's Federal Advisory Council on the 
Implementation of National Pharmacare. 
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Explain that there is already a multi-billion-dollar industry that collects patient 
information, strips it of basic personal identifiers such as name, address and Social 
Security Number, and then sells it off to researchers, drug developers, marketers and 
others. Medical informatics companies such as Iqvia (IMS Health), Optum, and 
Symphony Health collect the profits of selling the healthcare data while the patients 
from whom it's collected have no control over how it's used. Nor do they get any 
compensation for it. 

Describe how solution providers are establishing blockchain marketplaces that are 
enabling patients to collect, and release health information in a better distribution 
model that increases the amount and integrity of research data. 

 

Explain how blockchain could improve the integrity of the results. Discuss how 
blockchain could:  

• Reduce or eliminate outcome switching, a practice employed by some 
companies have altered the result of drug tests to influence the outcome 

• Improve specimen tracking 

 

Explain how blockchain technology can be combined with AI to collect public health 
data from a multitude of data sources including hospitals, clinics, airports, ports, 
schools and mass transit stations to collect health data to quickly identify, track and 
address public health concerns. 

 

• 
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https://www.hipaajournal.com/healthcare-data-breach-statistics/
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http://www.gbaglobal.org/resources/categories/healthcare
http://www.gbaglobal.org/category/health-care
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Explain how blockchain can make the current status and historical records of assets 
(monetary and non-monetary) both available and secure. An example of some of these 
processes that could benefit from blockchain include: 

• Audits 

• Price transparency and real-time market-based price adjustments 

• Processing legal disclosures and medical releases 

• Professional credentialing 

 

 

   

  

  

  

 

o 
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o 
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o 

o 

                                                      

3 Quote by Michael Porter, Apr 2, 2018 
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Describe the difference between big data and small data (the data generated that 
provide health information about an individual’s). They describe the micro-changes that 
reveal subtle changes in activities and status. 

Describe how blockchain can be used to collect data from various sources to provide 
individuals with information that can be used to practice preventive care. 

• Explore the many kinds and sources of small data for personal health 

• Discuss how data can become available to individuals 

• Discuss how open architectures like the internet can facilitate a rich marketplace 
of individualized, personal data for individuals. 

 

Describe the opportunities and challenges introduced by blockchain related to 
regulatory requirements like HIPPA and GDPR.  
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Discuss the requirements and how blockchain is related to each requirement: 

• Title I: Health Care Access, Portability, and Renewability 

• Title II: Preventing Health Care Fraud and Abuse; Administrative Simplification; 
Medical Liability Reform 

• Title III: Tax-related health provisions governing medical savings accounts 

• Title IV: Application and enforcement of group health insurance requirements 

• Title V: Revenue offset governing tax deductions for employers 

  

Discuss the requirements and how blockchain is related to each requirement: 

• Lawful, fair and transparent processing 

• Limitation of purpose, data and storage 

• Data subject rights 

• Consent 

• Personal data breaches 

• Privacy by Design 

• Data Protection Impact Assessment 

• Data transfers 

• Data Protection Officer 

• Awareness and training 

 

Discuss some of the technical implementation challenges to developing and deploying a 
healthcare blockchain system. Include the following challenges: 

• Currently fragmented healthcare systems 

• Scalability 

• Insufficient interfaces 

• Lack of technical standards 

 

Discuss some of the business challenges to developing and deploying a healthcare 
blockchain system. Include the following challenges: 

• Lack of general understanding of blockchain technology, capabilities and risks 

• Inadequate trained resources to design and develop blockchain applications 

• Uncertain regulatory environment 
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• Inadequate project management experience to plan, estimate and implement 
blockchain projects 

 

Discuss some of the cultural challenges to developing and deploying a healthcare 
blockchain system. Include the following challenges: 

• Resistance to total transparency that could reveal errors and liabilities 

• Fear, uncertainty and doubt about technology replacing jobs and positions 

• Resistance to placing processes on a blockchain / smart-contract and devaluing the 
expertise of seasoned professional healthcare workers 
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Discuss the role that the government plays in the areas of protection including 
transactions of investment, securities and utilities. Discuss the conflict between 
securing transactions and negatively impacting innovation. Discuss where the balance 
needs to be. 
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https://ohiocrypto.com/
https://www.coindesk.com/htc-says-its-next-smartphone-will-run-a-full-bitcoin-node
https://oracletimes.com/bitcoin-mass-adoption-amazon-owned-whole-foods-and-starbucks-take-bitcoin-btc-via-in-store-scanners-gemini-does-the-back-end/
https://www.natlawreview.com/article/crypto-paradox-code-law-and-consensus-rules
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Another area of legal uncertainty is the establishment, sustainment and disposal of a 
DAO. 

 

Discuss the legal issues with regards to the ownership of a DAO. The discussions 
should include: 
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Discuss the issue of personhood and if a DAO may be considered a person from a 
legal perspective. 

 

Discuss how jurisdictional issues would impact a DAO and how would jurisdiction be 
established. 

 

Legal systems are decomposed into levels of government and scope. The paragraphs 
below describe both of those topics. 

 

Every level of government imposes legal expectations. The able below describes some 
of the topics and issues related to levels of government and 
blockchain/cryptocurrency. 

 

• 

• 

• 

                                                      

4 Value Added Tax (VAT) / Goods & Services Tax (GST) 
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https://www.financemagnates.com/cryptocurrency/news/imf-world-bank-launch-learning-coin-to-understand-blockchain/
https://www.loc.gov/law/help/cryptocurrency/world-survey.php
https://en.wikipedia.org/wiki/Legality_of_bitcoin_by_country_or_territory
https://99bitcoins.com/bitcoin-friendly-countries
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https://www.congressionalblockchaincaucus.com/
https://www.congressionalblockchaincaucus.com/
https://cointelegraph.com/news/us-rep-sherman-calls-for-crypto-ban-says-it-threatens-to-diminish-american-power
https://cointelegraph.com/news/us-rep-sherman-calls-for-crypto-ban-says-it-threatens-to-diminish-american-power
https://twitter.com/coincenter/status/1126574631605997569
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http://www.ncsl.org/research/financial-services-and-commerce/the-fundamentals-of-risk-management-and-insurance-viewed-through-the-lens-of-emerging-technology-webinar.aspx
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