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Introduction - GBA

• Non-Profit Membership Organization
• Membership includes:

• Civil servants in over 500 government 
offices globally

• Private sector companies of all sizes
• Professional members
• Student members

• Over 50 working groups
• Consisting of world-renowned experts
• Creating opportunities for all members to
• Connect, Communicate and Collaborate
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Introduction – GBA (Continued)

• Dedicated Identity Management Working Group:
• Works with the many identity management organizations, frameworks and 

standards

• Events
• Weekly & Monthly Online Events

• Meeting of the GBA ID Management Working Group 
• Blockchain & Crypto for State & Local
• The State of Cryptocurrency
• Government Blockchain Public Forum
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Blockchain & Identity Management/Digital Identity:
The Value Proposition

4



Blockchain & Identity Management
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Blockchain for Identity https://consensys.net/blockchain-use-cases/digital-identity/
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UN Resolution: The right to privacy in the digital age



Blockchain & Identity Management/Digital Identity:
Benefits
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Blockchain & Identity Mgmt/Digital Identity

Decentralization: 
Blockchains can increase the security and privacy of 
digital identity, as personal information is not stored in 
a centralized location that could be vulnerable to 
hacking or other forms of attacks.
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Blockchain & Identity Mgmt/Digital Identity

Immutability:
Information stored on a blockchain is tamper-proof 
and cannot be modified once added. This feature can 
ensure authenticity and integrity of the data stored, 
making it suitable for supporting identity 
management control processes.
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Blockchain & Identity Mgmt/Digital Identity

Transparency:
Blockchains allow for transparency in the way information is 
shared and validated, making it possible to track the history 
of a digital identity, who owns it and how it has been used. 
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Blockchain & Identity Mgmt/Digital Identity

Self-Sovereign Identity:
Blockchains can support identity management systems where 
individuals have full control over their personal data. They can 
choose to share it or not, and with whom. This can enable the 
creation of self-sovereign identity, allowing individuals to use a 
single digital identity to access multiple services
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Blockchain & Identity Mgmt/Digital Identity

Interoperability:
Blockchains-based identities can be linked
to other digital identities across 
difference
platforms.
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Blockchain & Identity Mgmt/Digital Identity

Access Control:
Blockchains can be used to controls access to resources based 
on user roles and permissions. This could be implemented by 
using smart contracts, where the access to a resource is granted 
or denied based on specific attributes and credentials of the 
user.
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Real Case Examples: The Digital ID solution
of the United Nations Joint Staff Pension Fund
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Real Case Examples: EarthID, India, UK, US
Decentralized identity
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Real Case Examples: 
IBM Blockchain for Digital Identity
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Real Case Examples: Snapper Futuretech, 
India, Education - eGovernment
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Real Case Examples: Companies and 
Projects [from: GBBC Standards Mapping Initiative (GSMI) 2.0]



Blockchain & Identity Management/Digital Identity:
Challenges
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What are the challenges of Blockchains 
in support of Identity Management/Digital 
Identity?

Scalability:

Blockchains could be limited in their ability to support systems with 
fast increasing  numbers of digital identities and associated 
transactions.
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What are the challenges of Blockchains 
in support of Identity Management/Digital 
Identity?

Privacy:

Although, blockchain can increase the 
privacy of digital identities, since data 
stored on the blockchain are visible to 
everyone on the network.
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What are the challenges of Blockchains 
in support of Identity Management/Digital 
Identity?

Complexity:

The use of blockchain requires a certain 
level of technical expertise. This 
requirement could prevent some 
individuals from using it.
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What are the challenges of Blockchains 
in support of Identity Management/Digital 
Identity?

Regulations:

Countries and jurisdictions may have 
different regulations regarding the 
use of digital identities, and 
blockchain-based digital identities 
may not comply with all the relevant 
requirements.
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What are the challenges of Blockchains 
in support of Identity Management/Digital 
Identity?

Adoptions:

Blockchain technologies are still relatively 
new and their adoption in support of 
digital identities may be limited.

26



What are the challenges of Blockchains 
in support of Identity Management/Digital 
Identity?

Centralization:

Although, blockchains are based on 
decentralization, their implementation can lead 
to a centralization of controls over digital 
identities, depending on the configuration of 
the solution, the number of validators nodes, 
and the rules that govern the network.
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What are the challenges of Blockchains 
in support of Identity Management/Digital 
Identity?

Interoperability:

Blockchain-based digital identities 
may not be compatible with other 
systems/solutions, making it 
difficult to share and digital 
identities across different 
platform.
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Where do we go from here?
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ID Management – The Way Forward

Work with the many identity management 
organizations, frameworks and standards and 
try to bring the blockchain solution providers 
together around common protocols to identify 
people, places, and organizations while 
protecting the privacy of individuals. 
Conduct studies and develop proposals on 
how to make the needed information while 
protecting the sovereignty of the identity data.
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Associations/Entities in the Digital ID space
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Blockchain Maturity Model (BMM) 
Course
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Blockchain Maturity Model Elements
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Distribution

Governance

Identity Management

Infrastructure Sustainability

Interoperability

Performance

Privacy

Reliability

Resilience

Security

Synchronization



BMM Supplements

• Banking & Finance
• Healthcare
• Voting
• Gaming

• Next Project:
• Identity Management 

Supplement
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Join Us & Work With Us

• Identity Management Working Group
• Work with industry leaders from organizations including:

• International Organizations
• Finance & Banking institutions
• Federal, State, and Local Entities
• Regulatory institutions

• Participate in projects & gain valuable experience
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2023 Chapter Meeting Schedule

• January -Blockchain & Energy 
Infrastructure

• February
• Identity Management
• Voting & Elections

• March
• Vital Records
• Health Data Management

• April - Revenue Collection 
(Taxes/Bonds/Fees/Lotteries)

• May
• Public Fund Distribution
• Grants, Disbursements, Entitlements
• Financial Regulation & Oversight

• June - Community Health

• July
• Social Services (education, family, financial, 

health, housing)
• August
• Resource Management (parks, land, water, 

environmental, buildings)
• September - Transportation
• October
• Land Titling
• Licensing and permitting

• November
• Law Enforcement
• Judicial

• December - Budget, Accountability, 
Transparency & Auditing
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Next Conference
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For More Information

Gerard Dache
Executive Director

Government Blockchain Association
gerard.dache@GBAglobal.org

Dino C. Dell’Accio
Lead GBA Working Group on ID

Management
dinodell@gmail.com
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